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Abstract: Testing is one of the most expensive but essential software development 
activity that helps the software professionals to deliver quality software.  The quality of 
software is judged on the basis of number of faults lying dormant inside the software. 
Software systems are developed by integrating various independent modules. These 
modules are neither equally important nor do they contain an equal amount of faults and 
may be categorized as fault-prone (FP) or not fault-prone (NFP) depending on the number 
of fault present in the module. FP modules may require more testing than NFP modules 
because of its likelihood of containing more faults. Also, modules either NFP or FP may 
not have the equal fault-prone degree and therefore testing resources should be allocated 
on the basis of its fault-prone degree. Therefore, it is desirable to rank these FP modules 
on the basis of its fault prone degree. Ranking helps software professionals to prioritize 
their testing action.  
     This paper presents a new approach of early software quality prediction and ranking. 
Quality prediction is done by classifying software modules as FP or NFP. Furthermore, 
modules are ranked using software metrics and fuzzy ordering algorithm on the basis of 
their degree of fault proneness. Ranking of fault-prone module along with classification 
found to be a new approach to help in prioritizing and allocating test resources to the 
respective software modules. The model accuracy is validated through KC2 dataset. The 
results observed are found promising, when compared with some of the earlier models. 

Keywords: Software testing, software quality, metrics, classification, fault-prone module, 
fuzzy ordering algorithm. 

1. Introduction 

The quality of software is judged on the basis of number of faults lying dormant inside the 
software. It is difficult to produce fault-free software due to the problem complexity, 
complexity of human behaviour, and the resource constrains. Large and complex software 
systems are developed by integrating various independent modules. These modules are 
neither equally important nor do they contain an equal amount of faults. Alternatively, 
some modules may be faultier than others. Therefore, it is good to classify these modules 
as fault-prone (FP) or not fault-prone (NFP) depending on the expected number of faults 
present in the module. The software having more number of FP modules is regarded as 
low quality software. Early identification of these FP and NFP modules can help in 
producing quality software. 
     It is desirable to classify the modules as fault-prone (FP) or not fault-prone (NFP) 
just after the coding so that test efforts can be allocated properly. Furthermore, the number 
of fault inside FP pr NFP modules may not be the same and therefore their degree of fault-
proneness may vary. Ranking these modules on the basis of their degree of fault 
proneness will help software professionals to optimize testing resources up to extent.  
A fault is a defect in source code that causes failures when gets executed [1]. A software 
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module is said to be fault-prone, when there is a high probability of finding faults during 
its operation. In other words, a fault-prone software module is the one containing more 
number of expected faults than a given threshold value. The threshold value can take any 
positive value and depends on the project specific criteria. Testing resources are allocated 
to FP and NFP modules according to their fault proneness and quality requirements. A 
new model is proposed in this paper to achieve quality software by prediction and ranking 
of software modules on the basis of their degree of fault-proneness. Initially, the modules 
are classified as FP or NFP utilizing software quality metrics through fuzzy inference 
system (FIS) and a well known classification algorithm ID3 (Iterative Dichotomiser 3). 
Further, modules are ranked on the basis of their degree of fault proneness using fuzzy 
ordering algorithm [2].  
     Rest of the paper is organized as follows: the following section discusses the related 
works in this area. Section 3 gives the brief background the work, i.e., classification 
approach of data mining techniques [3] and fuzzy set theory [4]. Section 4 describes the 
proposed model. Section 5 provides the proposed prediction and ranking procedure. 
Section 6 contains results and discussion whereas conclusions are presented in Section 7. 

2. Related Research 

Software quality prediction is of a great interest among the researchers and industry 
professionals. As a result of this, efforts have been made for classifying software modules 
as FP and NFP using methods such as Decision Trees [5], Support Vector Machines [6], 
Bayesian Methods [7], Naïve Bayes [8], Fuzzy Logic [9] and Genetic Programming [10]. 
On reviewing literature, it is found that various machine learning approaches [11] such as 
supervised, semi-supervised, and unsupervised have been used for building fault 
prediction models [12]. Among these, supervised learning approach is widely used and 
found to be more useful for FP/NFP module prediction.  
     Generally, these approaches utilize software metrics and fault data of earlier 
software releases. Menzies et al. [8] showed that defect predictors can be learned from 
static code attributes since they are useful, easy to use, and widely used. Taking clues 
from [8], Pandey and Goyal [13] presented an early fault prediction model using process 
maturity and software metrics. Various classification models have been developed for 
classifying a software module as FP and NFP. Khoshgoftaar et al. [14] applied regression 
trees with classification rule to classify fault-prone software module using a very large 
telecommunication system as a case study. A study conducted by Khoshgoftaar and Seliya 
[15] compared the fault prediction accuracy of six commonly used prediction modelling 
techniques. Recently, Pandey and Goyal [16, 17] made an attempt to predict software 
module as FP or NFP utilizing software quality metrics and fuzzy logic. 
     From these reviews, it has been observed that the decision tree induction algorithms 
such as CART, ID3 and C4.5 are efficient technique for module classification. These 
algorithms use crisp values of software metrics and classify modules as fault-prone or not 
fault-prone. But it has been found that early phase software quality metrics have fuzziness 
in nature and crisp value assignment seems to be impractical. Also a software module 
can’t be 100% fault-prone or not fault-prone as each one has an associated degree of fault-
proneness. Most of the studies reported in literature have focused only on classification of 
modules as fault prone or not-fault prone. However, it will be more useful if the modules 
can also be ranked on the basis of their fault proneness and some measure of fault 
proneness is derived. 
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3. Background 

3.1 Classification Approach of Data Mining 

Data mining entails the overall process of extracting knowledge from large amounts of 
data. Different types of data mining techniques are discussed in the literature such as 
regression, classification and associations [3]. The focus here is on classification 
technique, which is the task of classifying the data into predefined classes considering 
various predictive characteristics.  
     The result of a classification technique is a model which makes it possible to 
classify future data points based on a set of specific characteristics in an automated way. 
Many classification techniques are available in literature such as ID3, C4.5, logistic 
regression, k-nearest neighbour, Artificial Neural Networks (ANN) and Support Vector 
Machines (SVM). These techniques have been successfully applied in different domains 
like banking and finance, medical, marketing in the retail sector, and credit scoring in the 
various sector. This paper focuses on the use of data mining technique along with fuzzy 
modelling to classify software modules as FP or NFP. 

3.2 Fuzzy Ordering Algorithm  

3.2.1 Crisp and Fuzzy Sets 

Crisp or Classical set can be defined as a collection of well defined distinct object. In 
other words, crisp sets contain objects that satisfy precise properties of membership. For 
crisp set, an element x in the universe X is either a member of some crisp set (A) or not. 
This binary issue of membership can be can be represented by a characteristic function as: 

  1,   
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i f x A
x

i f x A
χ

∈
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where ( )A xχ provides unambiguous membership of the element, x in a set A. A fuzzy set 
is a set containing elements that have varying degree of membership in the set. Unlike 
crisp set, elements in a fuzzy set need not be complete and can also be member of other 
fuzzy sets on the same universe.  
     Let Ã is a fuzzy set of A, if an element in the universe, say x, is a member of fuzzy 
set Ã then this mapping is given by a membership function µÃ(x). The membership 
function µÃ(x), gives the degree of membership for each element in the fuzzy set Ã and is 
defined in range [0, 1] where, 1 represents elements that are completely in Ã, 0 represents 
elements that are completely not in Ã, and values between 0 and 1 represent partial 
membership in Ã. Formally, a fuzzy set Ã can be represented by Zadeh’s notation [4] as: 
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where, µ1, µ2 …µn are the membership value of the elements 

x1, x2… xn, respectively, in the fuzzy set Ã. 

3.2.2 Crisp and Fuzzy Ordering 

Decisions are sometimes made on the basis of rank particularly when the issues or action 
are associated with uncertainty or ambiguity. It is difficult to decide which issue is the 
best, which is second best, and so forth. This ambiguity or uncertainty can be handled by 
fuzzy ordering. Let Ĩ1 and Ĩ2 are two fuzzy sets. Fuzzy set Ĩ1 is greater than Ĩ2 if the 
following condition satisfies, 
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where T (I1≥I2) is the truth value on the interval [0, 1] and 1 1
( )

I
xµ

% , 1 1
( )

I
xµ

%  represents the 
degree of membership of first element in the fuzzy set I1 and I2 respectively. The 
definition expressed in eq. (2) for two fuzzy numbers can be generalized for many fuzzy 
sets. Suppose there are k fuzzy sets I1, I2 ...Ik. Then, the truth values of a specified ordinal 
ranking can be given as, 
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4. Proposed Modeling Approach 

4.1.1 Assumptions and Architecture  

Model architecture is shown in Fig. 1. It is assumed that knowledge, about faults in 
software, is stored in software metrics. This knowledge helps in software quality 
prediction at early development stage as software quality is difficult to be measured or 
estimated directly before testing. Previous software project data of similar domain will 
provide a good training to the model. It is also assumed that decision tree induction 
algorithms (ID3), is an efficient classification algorithm for the purpose of fault 
prediction. Fuzzy profile of each software metric of the modules can be obtained using 
expert opinion. 

 

Figure 1: Model Architecture 

4.1.2 Model Implementation 

The model is implemented in MATLAB and consists of three major steps (i) Selection of 
Training Data (Pre-processing), (ii) Decision Tree Construction (Learning), and (iii) 
Module prediction and ranking. 

Training Data Selection  

Training data selection is the most vital part for any supervised learning algorithms. It has 
been observed that most of the real-world project data are noisy, missing and redundant 
due to their size, complexity, and various sources from where they are derived and 
collected. These data must be pre-processed to get high quality training data. Incomplete, 
noisy, and redundant data are common place properties of several real-world project data. 
There are many possible reasons for these anomalies. Therefore, data must be pre-
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processed before using it. 
     This study utilizes KC2 project data [18] which is a public domain data set at 
NASA repository. The KC2 project is the science data processing unit of a storage 
management system used for receiving and processing ground data for missions, and 
written in C++ language. This project data set contains 522 program modules, of which 
107 modules have one or more faults while remaining 415 modules are fault-free i.e., no 
faults.  

Table 1: Software Metrics of KC2 Dataset 

Metrics Information Metrics Information 

LOC McCabe’s line count of code N1 Total no. of operators 
EL Executable LOC N2 Total no. of operands 
CL Comment LOC CC McCabe’s cyclomatic complexity 
BL Blank LOC EC McCabe’s essential complexity 
CCL Code and comment LOC DC McCabe’s design complexity 
n1 No. of unique operators BC Branch count of flow graph 
n2 No. of unique operands   

Each program module in the KC2 was characterized by 21 software metrics (5 different 
lines of code metrics, 3 McCabe metrics, 4 base Halstead metrics, 8 derived Halstead 
metrics, 1 branch-count) and 1 target metric, which says whether a software module is 
fault-prone or not. Out of these 21 software metrics, only 13 metrics (5 different lines of 
code metrics, 3 McCabe metrics, 4 base Halstead metrics, and 1 branch- count) are 
considered because 8 derived Halstead metrics do not contain any extra information for 
software fault prediction. Theses metrics are listed in Table 1. 

Decision Tree Construction 

Decision tree is one of the most efficient classification techniques and many algorithms 
can be found in literature for building decision trees. The most popular is ID3 (Interactive 
Dichotomiser 3) introduced by Quinlan [19] are used to generate decision tree for 
classification from symbolic data. The knowledge represented in decision tree can be 
represented in the form of classification “IF-THEN” rules.   

Module Prediction and Ranking 

Once decision tree is constructed, classification rules are extracted from the tree by tracing 
a path from the root to a leaf node. These classification rules are applied on the one 
portion KC2 dataset to train the classifier and different parts of these dataset are used for 
module prediction. Classifier can classify software modules as FP or NFP but it can’t 
assign the rank to a module on the basis of degree of fault-proneness. Therefore, a fuzzy 
ordering algorithm is applied on these FP and NFP module to get the degree of fault 
proneness and ranking of the modules. 
     This study considers only FP modules for ranking on the basis of their degree of fault 
proneness. Let M1, M2 . . . Mn are the fault-prone software modules, m1, m2…   mn are 
the value associated with various metrics of the modules and µ1, µ2 …µn are the 
membership value of metrics inside the module. Each software module is considered as a 
fuzzy set whose elements are the software metrics with different membership values. 
Thus, each software module can be described using Zadeh’s notation [4] as:  
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Membership functions of a software metrics is developed by triangular membership 
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functions, which is used for calculating and interpreting reliability data because of its ease 
and comprehensibility. Further, it is assumed that software metrics are of logarithmic 
nature and hence fuzzy profiles of three linguistic categories low (L), medium (M) and 
high (H), are developed as: 

]
(3)}

10
{log

3)}:(1
10

{log
1[ProfileFuzzy −=                                  (5) 

Therefore, fuzzy profile of each software metrics may take the values: Low (0; 0; 0.37), 
Medium (0; 0.37; 1.0), and High (0.37; 1.0; 1.0). Now, module M1 will be greater than M2 
if the following condition satisfies, 

        
( ) { }

1 2 21
1 2 ( ) 1 2max min( ( ), ( ))x x M M

T M M x xµ µ≥≥ = % %
% %

                        (6) 
where, T (M1≥M2) is the truth value on the interval [0, 1], µM1(x1) and µM2(x2) 
represents the degree of membership of first element of module M1 and M2 respectively. 
For k software modules, the truth values of an ordinal ranking can be found as: 
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5. Proposed Prediction and Ranking Procedure 

A stepwise procedure for software module prediction and ranking is given below: 
Step 1: Select training data (software metrics with associated values). 
Step 2: Construct a decision tree using ID3 algorithm and training data as:  
  Step 2.1: Identify the target class C {P: FP, N: NFP}. 
  Step 2.2: Create a node N; 
  Step 2.3: If all instances are of the same class C, create a leaf-node with label C; exit. 
  Step 2.4: If metric-list is empty, then create a node as a leaf node labeled with the most  
          common class in the sample and exit. 
  Step 2.5: Select test-metric i.e., the metric with highest information gain. 
  Step 2.6: Label node N with test-metric (splitting metric); 

   For each known value (say ai) of test-metric, grow a branch from node N for 
   the condition test-metric = ai; (i.e., partitioning). 
   If there are no sample for the branch test-metric = ai; then a leaf is created 
   with majority class in samples.  

  Step 2.7: Return (Decision Tree) 
Step 3: Extract the classification rules from the decision tree. 
Step 4: Classify the target data into two classes say FP and NFP. 
Step 5: Find all fault-prone modules and represent each module as a fuzzy set.  
Step 6: Develop fuzzy profile of software module.  
Step 7: Find the degree of fault proneness of each module using module ranking 

procedures discussed in section 4.1.2.    
Step 8: Rank fault-prone modules on the basis of its degree of fault-proneness.  

5.1 An Illustrative Example 

As discussed earlier, this study utilizes KC2 project data. Each program module in the 
KC2 was characterized by 21 software metrics out of which only 13 metrics are 
considered here. In order to utilize the data set inside fuzzy inference system (FIS); data 
are fuzzified using expert opinion as given in Table 2 Table 3 and Table 4. Only fourteen 
project data with 4 metrics are taken to illustrate the approach for the sake of simplicity. 
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Class “Yes” represents fault-prone module and Class “No” represents not fault-prone 
software module. The decision tree is constructed using ID3 algorithm. Fig. 2 shows an 
intermediate step of the decision tree construction process and Fig. 3 shows a simple 
decision tree for the fourteen dataset considered from which classification rules can be 
derived are as: If Size = L and CC = L then, Class = “No”, If Size = L and CC = H then, 
Class = “Yes”, If Size = M then, Class = “Yes”, If Size = H and DC = M then, Class = 
“No”, and If Size = H and DC = H then, Class = “Yes”.  

 

Figure 2: An Intermediate Step 

 

       Figure 3: Sample Decision 

Table 2: Expert Specified Data Conversion Values 

 Low Medium High 
Size ≤ 10 11-50 ≥ 51 
CC ≤ 5 6-11 ≥ 12 
DC ≤ 2 3-5 ≥ 6 
N ≤10 11-100 ≥ 101 

 

Table 3: Data before Conversion Table 4: Data after Conversion 

MID Size CC DC N Class 
1 1.1 1.4 1.4 1.3 No 
2 8 1 1 10 No 
3 55 4 3 131 Yes 
4 210 5 3 687 Yes 
5 34 6 6 80 Yes 
6 46 4 4 112 No 
7 42 3 3 102 Yes 
8 16 4 2 51 No 
9 102 21 10 294 Yes 
10 67 5 5 213 Yes 

11 52 7 4 133 Yes 
12 46 7 4 133 Yes 
13 80 8 6 203 Yes 
14 4 1 1 4 No 

 

MID Size CC DC N Class 
1 L L L L No 
2 L L L L No 
3 H L M H Yes 
4 H L M H Yes 
5 M M H M Yes 
6 M L M H No 
7 M L M H Yes 
8 M L L M No 
9 H H H H Yes 
10 H L M H Yes 
11 H M M H Yes 
12 M M M H Yes 
13 H H H H Yes 
14 L L L L No 

 

6. Results and Discussion  

A MATLAB program is implemented for the proposed approach using KC2 dataset [18]. 
Twenty, forty and sixty percent data of KC2 are used to derive the different decision trees. 
Fig. 4 shows a part of decision tree generated using twenty percent of KC2 dataset. The 
accuracy of each classifier is estimated through confusion matrix [20] on different 
mutually exclusive test data as shown in Table 5. The experiment is repeated ten times 
and each experiment type has been chosen as “Train/Test Percentage” of the data.  
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Table 5: Prediction Accuracy of the Model  

# 
Training 

(%) 

Test 

(%) 

No. of 

FP 

modules 

Accuracy 

(%) 

Average 

(%) 

1 

20 

20 17 81.73 

81.21 
2 40 42 78.85 
3 60 54 80.13 
4 80 32 84.12 
5 

40 
20 6 84.62 

86.04 6 40 19 87.50 
7 60 26 86.02 
8 

60 
20 25 85.58 

87.16 
9 40 17 88.74 

10 80 20 10 95.08 95.08 
 

Figure 4: Decision Tree (20% Data) 
 

Next, to show the effect of training on prediction accuracy, six different MATLAB programs 
have been developed namely, MP5_95, MP10_90, MP20_80, MP40_60, MP60_40, and 
MP20_80. It is observed that on further increasing the size of training data to 80%, the 
prediction accuracy grows and reaches to 95.08 percent as shown in Table 7. Model accuracy 
is estimated as average accuracy obtained from ten different experiments as listed in Table 5. 
     Comparisons with the earlier models [21, 22] are shown in Table 6. The model also 
predicts the ranks of the fault-prone module on the basis of its degree of fault-proneness. 
Fault-prone modules with fault-prone degree for four experiments viz. “20-20”, “20-40”, 
“20-60”, and “20-80” are generated and listed are listed in Table 8.  
 

Table 6: Performance Results of the Model on 
Project KC2 

Table 7: Training Effect on Prediction 
Accuracy 

Model Class 

Prediction 

Rank 

Prediction 

Accuracy 

(%) 

Catal and 
Diri [21] 

Yes No 82.22 

Saravana K. 
[22] 

Yes No 81.72 

Proposed 
Model 

Yes Yes 87.37 

 

Program Training Testing Accuracy 

(%) 

MP5_95 5 95 70.22 
MP10_90 10 90 83.47 
MP20_80 20 10 84.12 
MP40_60 40 60 85.09 
MP60_40 60 40 87.84 
MP80_20 80 20 95.08 
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Table 8: Fault-Prone Modules with Degree of Fault Proneness 

Experiment Module number (fault-proneness degree) 

“20-20” 98 (0.5667), 97 (0.5214), 94 (0.5114), 81 (0.4603), 76 (0.3626), 73 (0.3626), 70 (0.3626), 100 
(0.3438), 92 (0.2756), 91 (0.2742), 85 (0.2742), 79 (0.2412), 77 (0.2135), 75 (0.2135), 74 
(0.2135), 71 (0.2135), 69 (0.2135) 

“20-40” 208 (0.5667), 205 (0.5667), 190 (0.5667), 185 (0.5484), 184 (0.5484), 181 (0.5004),168 
(0.5004),163 (0.4603),  160 (0.4603), 157 (0.3453), 112 (0.3453), 98 (0.3453), 97 (0.3453), 94 
(0.3438), 81 (0.3438), 76 (0.3438), 73 (0.3438), 70 (0.3438),  206 (0.3438), 204 (0.2742), 192 
(0.2742), 187 (0.2742), 179 (0.2742), 178 (0.2275), 172 (0.2275), 166 (0.2156), 164 (0.2156), 162 
(0.2156), 161 (0.2156), 158 (0.2025), 156 (0.2025), 105 (0.2025), 100 (0.2025), 92 (0.2025),  91 
(0.2025), 85 (0.2025), 79 (0.2025), 77 (0.2025), 75 (0.2025), 74 (0.2025), 71 (0.2025), 69 (0.2025) 

“20-60” 285 (0.5667) ,283 (0.5667), 280 (0.5667), 255 (0.5667), 254 (0.5667), 251 (0.5667),228  (0.5667), 
227 (0.5484), 224 (0.5484), 178 (0.5484), 177 (0.5264), 174 (0.5264),161 (0.5264), 156 (0.5004), 
153 (0.4603) , 150 (0.4603), 112 (0.3453), 98 (0.3453), 97 (0.3453), 94 (0.3453),  81 (0.3453), 76 
(0.3453), 73 (0.3453), 70 (0.3438), 287 (0.3438), 284 (0.3438), 281 (0.3438), 279 (0.3438), 257 
(0.3438), 249 (0.3438), 230 (0.2156), 222 (0.2156), 221 (0.2156), 180 (0.2156), 172 (0.2156), 171 
(0.2156), 165 (0.2156), 159 (0.2025), 157 (0.2025),  155 (0.2025), 154 (0.2025), 151 (0.2025), 
149 (0.2025), 105 (0.2025), 100 (0.2025), 92 (0.2025), 91 (0.2025), 85 (0.2025), 79 (0.2025), 77 
(0.2025), 75 (0.2025), 74 (0.2025), 71 (0.2025), 69 (0.2025) 

“20-80” 410 (0.5667), 409 (0.5667), 406 (0.5667), 396 (0.5667), 390 (0.5484), 385 (0.5484), 367 (0.5484), 
366 (0.5484), 363 (0.5264), 350 (0.4603), 345 (0.4603), 292 (0.4603), 289 (0.3438), 227 (0.3438), 
40 (0.3438), 412 (0.3438), 404 (0.3438),  403 (0.2756), 394 (0.2756), 388 (0.2756), 383 (0.2756), 
372 (0.2156), 369 (0.2156), 361 (0.2156), 360 (0.2156), 355 (0.2156), 353 (0.2156), 341 (0.2156), 
293 (0.2156), 253 (0.2156), 244 (0.2156), 25 (0.2156) 

7. Conclusion 

This study has proposed a new model for prediction and ranking of fault-prone module for 
a large software system. ID3 algorithm is used to classify software modules as fault-prone 
or not fault-prone. At the same time, fuzzy ordering algorithm is applied to rank fault-
prone modules on the basis of their degree of fault-proneness. Ranking of fault-prone 
module along with classification found to be a new approach to help in prioritizing and 
allocating test resources to the respective software modules. The proposed model has been 
applied and compared with existing model for the KC2 data of NASA. The results 
observed are promising and exhibit good accuracy and consistency, when compared with 
some of the earlier models. 
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